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Abstract—The evolution of information systems and their
openness to their socio-economic environment has led to new
needs in terms of security. At the heart of information systems,
Database Management Systems (DBMS) are increasingly ex-
posed to specific intrusion types, including internal threats due
to authorized users. In addition, the access control policy
(ACP) defined on a database schema is stored at the same loca-
tion as the data it protects and is thus highly prone to corrup-
tion attempts such as non-conformity of the roles or permis-
sions assignment in the policy observation state compared to a
reference state, especially in the case of the Role-based access
Control (RBAC). We establish a correlation between the de-
tected anomalies and we explore the log files and other audit
mechanisms to propose a global and comprehensive risk man-
agement formal approach that mainly verifies the recommen-
dations of the ISO 31000:2009 standard.

I. INTRODUCTION

CCESS Control is a technique used to grant access to

any system by users. The authorization to access the
system is usually synonymous of the user's authentication at
the entry of the system and the attribution of some privileges
or credentials to that user.

The access control is constantly evolving and the environ-
ment in which it is implemented is increasingly dynamic. For
the Discretionary Access Control (DAC) especially designed
for commercial applications, the permissions to access re-
sources are granted by the owner of the data. For the Manda-
tory Access Control (MAC) specially designed for military
applications, access to resources is controlled by an operator
and therefore; a user does not have control on his own data
[3]. Due to the complexity in the use of this two models,
many other access control models have been developed. Role
Based Access Control (RBAC), the famous one, uses role to
group many users according to their function. It offers, com-
pared to others, a high degree of flexibility when implement-
ing access control policies. Many extensions of the RBAC
model exist and aim to secure more the information systems.

Since years, the notion of risk and that of risk manage-
ment have been introduced in the information security field
and the risk-aware access control aims is to reduce the con-
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sequences occurring from granting access to a specific infor-
mation for an unauthorized personnel who can misuse it.
The risk is characterized by the potential event, the conse-
quences of that event on the achievement of the objectives
and the associated likelihood [2]. As far as its activities and
tasks are concerned, each system or organization is exposed
to risks which can be caused intentionally or not. Thus, the
management of users in the access control system should re-
ceive a great attention. Also, the rules governing that access
control should be consistent with those established for the
access control policy at the designing phase or at a given
reference moment.

We propose a system that will enable, indifferently, to
thwart the threats related to the action of users on data and
those inherent to the changes occurring during the evolution
of the access control policy. The remainder of the paper
comprises the following paragraphs: paragraph II gives the
problem statement; paragraph III presents the main objec-
tives; paragraphs IV discusses the related works; paragraph
V presents our methodology; paragraph VI presents our pro-
posed framework ; paragraph VII presents the expected re-
sults; paragraph VIII concludes the paper.

II. THE PROBLEM STATEMENT

The environment in which access control systems are im-
plemented is dynamic and increasingly requires rapid and
instant decision-making. Also, the ever-evolving technologi-
cal development of information systems in general and that
of access control in particular recommends careful consider-
ation of security risks that could lead to malfunctioning of
these systems. The exposure of these assets to threats is in-
herent to the manipulation of data by suspicious users and
the management of the access control policy by wicked ad-
ministrators.

Unlike traditional access control systems whose policies
were based on static decisions, new systems must adapt to
the dynamic environment in which the technology evolves
and enable decisions to be made automatically based on the



108

needs related to the risk issues. This requires controlling this
risk, and even quantifying it.

To carry out this task, many researchers have studied risk
in access control by producing various methods of managing
it. For the major part, they have been more interested in the
risk associated with users actions on manipulated objects or,
to a greater extent, they were interested in the risk associated
with managing these users and the permissions assigned to
them. Visibly, they were considering that the access control
policy was reliable and valid. Thus policies are in fact
exposed to various threats and the literature provides very
little works that address the technical problems derived from
the implementation of the access control policy [1].

Operating an access control policy requires a certain de-
gree of compliance with the specifications defined at its de-
sign phase or at an initial phase. We propose to explore this
aspect by deeply studying the risk of non-conformity of the
rules established for the management of access control.

III. OBJECTIVES

The objective of our work is to develop a system capable
of detecting and correcting anomalies that occur in the ac-
cess control policies management cycle, through an assess-
ment and analysis of the risks linked to the evolution of
these policies. This system integrates a sub-system that de-
tect all other forms of anomalies related to the interaction
between users and the other access control system resources.
Our contribution integrates previous approaches and allows
to go beyond the phase of detection of the anomalies to-
wards a complete solution of:

(a) Recovery on anomaly

(b) Calculation of the impact of critical anomalies coupled
with the logging mechanisms underlying the DBMS

(c) Specification of a learning and expertise approach on
anomalies exploration and the discovery of correlations
between those anomalies

(d) Specification of new mitigation approaches with
adequate barriers to reduce the exposure of the ACP and data
to subsequent attempts at corruption.

The above points will ultimately leads to a global and
comprehensive system for detecting and dealing with anom-
alies that impede the proper functioning of access control
systems.

IV. THE STATE-OF-THE ART

The research on risk management in access control can be
classified into two main categories: the access-based ap-
proaches and the policy management based approaches. For
the access based approach authors calculate the risks associ-
ated to access requests. Some authors integrate into their
model, the trust and/or the context parameters in order to
evaluate that risk. The second category of authors evaluate
the risk that is related to the access control policy.
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None of the authors produces a fine grained risk manage-
ment that is related to the changes occurring during the evo-
lution of the access control policy.

Authors in [6] provide a solution to overcome the risk
related to unauthorized access of users in an access control
system. They use the Bell et Lapadula's access control
model. This one is made up of security labels on the objects
and the clearance on the subject [6]. They evaluate the
trustworthiness of a user and the sensitivity of the evaluated
object. It is a matter of determining the risk related to
unauthorized access of a user on an object/data. To address
this risk, the authors evaluate user confidence and the object
sensitivity. The risk associated with unauthorized access is
thus quantified in order to dynamically control the actions of
the users on data.

Authors in [18] proceed as in [6]. The difference is just
that while the late decide to allow access only and only if the
trustworthiness is more than the clearance, in [18] authors
treat the problem of unauthorized access by identifying
different cases: they consider the level of the object
sensitivity score compared to that of the subject
trustworthiness score and vice versa. Then, a decision is
taken in order to deny or to allow the access to the system.
The risk is evaluated according to the threat assessment
approach used. But the risk caused by sudden and
anticipated threat is not taken into consideration as the
trustworthiness of the subject and the sensitivity of the
objects are established a priori.

As security problems are much more complex in
ubiquitous  computing compared with traditional
environment, authors in [17] plan to make the access control
management more dynamic and precise. They evaluate the
action of users or processes on the system and take into
account the context parameters. These parameters are also
considered as input in the risk assessment process .

Authors in [15] evaluate the risk occurred when managing
users and permissions through the Role based access control
(RBAC) during the pre-mining phase [15]. They consider
the constant modification due to the users or permissions
creation, modification, or deletion in the access control
system. The creation, modification or deletion actions are
causes of many mistakes and role misuses. Therefore, they
establish a ranking of the users and permissions based on the
degree of importance of the risk induced for future
mitigation.

In [16], the authors provide a solution to avoid unwanted
disclosure of information by corrupted users. They consider
the risk occurred when a user manage his own data, granting
permission to other users and determine the trustworthiness
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of users. They also consider the case where access is
inappropriately denied to some users by the owner. They
exploit and compute the opinion of a user onto another user
to evaluate the loss function due to unwanted disclosure of
information through an access control system.

J. Ma, K. Adi, M. Mejri, L. Logrippo in [7] and [8]
mainly consider the role delegation issue. Indeed, for a user
to delegate his rights to another one, there should be among
the two users a trusted relationship. The authors extend the
access control architecture in which they incorporate the
trust based reasoning. In the case of role delegation, and
according to the authors, related risk is computed based on
the levels of confidence of the delegate. The risk assessment
proposed in [7], [8] highlights the notion of the importance
of objects associated with that of criticality of actions of
users to those objects.

Authors in [9] propose an access control framework to
mitigate insider threats with a risk management process
which is adaptive. The changes in users behavior are
osculated in order to maintain the trust of each at an
appreciable level and above a certain threshold. Below that
threshold, authors think that the privileges of this kind of
users should be removed. For the purpose, they propose an
algorithm that reduces exposure of the access control to risk.
They also propose a methodology to help the system
administrator in managing inference threats due to the
changes of the users behavior.

Users queries are risky especially when there is a
misapplication of the rules established in the access control
policy. Thus, [13] deal with the risk management in the
access control policy, notably the RBAC in distributed
databases. The users queries are the main elements observed
and considered while assessing risk. Thus, in order to allow
an early detection and control of probable negative
consequences in the system, the authors in [13] handle and
define user risks. Those risks include the bad utilization of
users credentials. As far as the access control policy evolves,
it is exposed to various corruption attempts. There can be
abnormal elements like missed, renamed, hidden users or
hidden roles. After they slightly evaluate the risk of having
such abnormal elements, the authors plan an assessment
module that defines a response monitor.

Our contribution is to produce a comprehensive and
global system that addresses risk management in access
control policies during its evolution. It is necessary to
identify the anomalies. Specifically, we study the
correlations that may exist between one or more detected
anomalies. This will make it easier to interpret the

corruption risks to which the policy of access control is
subjected.

V. METHODOLOGY

The intention of the present research started from a
previous work. Indeed, anomalies of non compliance of
access control policy have been defined. But we believed
that there exist a correlation between two or more anomalies
and that can lead to other threats. This threats have to be
defined.

The first task consist in an analysis of the results of that
previous work.

In order to get more information related to our work
plan, the second task is the documentary research. An
important number of publications have been identified and
studied in order to precisely identify our subject. Some
publications have enabled us to establish the state-of-the-art.

Another step is the one during which we explore the log
files. this will allow us to collect information about recurrent
attacks, i.e data that are regularly and improperly exploited,
as well as anomalies of non-compliance (or revelations
about users, hidden roles, and so one).

A simulation on a real database is done, with real
schemes and tables created. This will enable us to verify our
results, qualitatively and quantitatively..

We use the Markov chains to model the unauthorized
accesses and thus to model the illegal behavior users.

Our expectation is to come out with new concepts that
we believe will be adopted and will advance research in the
security of information systems, the security of access
controls and the security of databases.

VI. OUR PROPOSED FRAMEWORK

Unauthorized update of the access control policy is
largely responsible of data corruption. This situation can be
exploited by a criminal who wants to access the database.
However, at the present stage of research, we could not find
an intrusion detection system that can detect this type of
anomaly. But, it is possible to trace the action of users on the
database. Thus, suspicious and unauthorized users are de-
tected using the log files of the database system. The track-
ing of these users is therefore the first step in our anomaly
identification process, which allows us to identify unautho-
rized access as well as the recurrent targeted data.

is defined and established
between these different anomalies in order to detect the
induced faults. Thus, a user who fraudulently accesses a
protected data is an usurper who has certainly benefited from
the privileges that have been attributed to a role that is not
reserved for him.

As a result, the recurrent targeted data is identified and a
list of such sensitive data is established. At the end, we draw
a resultant architecture which is based on international stan-

Thereafter a correlation
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dards. Indeed, as recommended by the ISO 31000: 2009
standard, our Risk Management System (RMS) is composed
by (i) a Risk Assessment Engine (RAE) and (ii) a Risk Treat-
ment engine (RTE). (figure 1) The risk assessment phase is
usually developed in 4 steps: Context assessment, Risk Iden-
tification, Risk Analysis and Risk Evaluation [19].
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Fig. 1: A framework for risk management

The risk contextualization concerns the identification of
the assets in the database system that are to be protected. It is
at this stage that the scope of the risk management is defined
as well as the risk criteria to be used later on in the risk
management process.

The risk identification concerns the identification of
vulnerabilities that threaten data. It consists in computing the
set of suspicious users and targeted data. the aim of risk
identification is to make a complete list of risk that will be
the object of the further steps of the risk assessment process.

The risk analysis that will confirm or deny the corruption
of the data and the criticality of the vulnerability as it
explores the authorized access scenarios based on data from
log and audit security mechanisms activated on the Database
Server. This enables to detect and establish the intrusive user
behavior and thus, to reinforce the Intrusion Detection
Systems (IDS)

The risk evaluation is a phase of self-adaptation that
allows our system to correct its estimate of the risk incurred.
It uses the results of the analysis phase to adjust the risk
factors.

The risk treatment consist mainly in avoiding risk,
mitigating it, and removing its source or changing the
likelihood of it occurrence as recommend in [1]. A risk
treatment plan is usually put in place and shows the
procedure. That treatment plan precise the different actions
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to be taken, the persons responsible of applying the plan, the
resource requirements, the performance measures and
constraints, the reporting and monitoring requirements and
the timing and schedule.[1]

The concrete process of our risk approach related to our
framework is shown in the following (figure 2)

Context
establishment

DATA managed by a DATABASE Server

Risk
Identification

(Role + meta data) engineering
Investigation

Risk Treatement  Customized Audit

Fig. 2 : The approach process

VII. EXPECTED RESULTS
Before going into details, let us give the list of the main
awaited results. This are:

¢ design of an intrusion detection system for
unauthorized update of access control policy

¢ detection of induced faults by establishing a
correlation between the detected anomalies

e list of the recurrent targeted and sensitive data

e detection and establishment of the intrusive user
behavior and thus, reinforcement of the Intrusion
Detection Systems

e production of a global and comprehensive system
for risk management for access control systems

To illustrate this while considering the above framework,
we should have a fairly complete list of anomalies and an
evaluation of the related risk which is determined with our
risk assessment approach.

This has been initiated by a previous work by F. Jaidi and
F. Labbene Ayachi in [14]. Indeed, as stated in RBAC
standard, ACP is defined as the set of all users, roles,
permissions and assignments, i.e ACP = (USERS, ROLES,
PERMS, AUR, ARR, APR) where AUR, ARR, APR
represent respectively the user-role assignment, the role-role
assignment, and the permission-role assignment.

ACP is the formal specification of the policy and ACP’ is
the formal representation of the implemented policy. ACP
contains the elements as specified in the early stage of the
policy engineering. Within the framework of the RBAC,
these elements ideally reflect the concepts related to the
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definition of users, roles and permissions, the allocation of
roles to users, the allocation of roles to roles, the assignment
of roles.

On the other hand, the elements of the ACP' contain
concepts that are also related to the definition of users, roles
and permissions, the allocation of roles to users, the
allocation of roles to roles, the assignment of roles . This
concerns the implementation of the policy by the managers,
taking into account the access of malicious users to the data
and also taking into account possible accidental corruption
of the policy.

Things could be perfect if ACP' was conform to ACP.
Unfortunately, this is not always the case. So, to verify that
ACP' is conform to ACP, their elements are compared. In
[1], this comparison has been done and among others, the
following anomalies have been defined :

- hidden users which are visible when new users, not initially
defined, are injected in the concrete instance ACP’

- hidden roles are observable when new roles, not initially
planned, are introduced in the concrete policy ACP’.

- hidden access flow (HiddenACF) is perceptible in the case
of illegal assignments of roles to roles, roles to users or
permissions to roles.

To go further in the interpretation of corruption attempts,
we consider the correlation between these anomalies, we
come out with some new anomalies definitions expressing
unauthorized accesses.

Considering the frequency of occurrence of each of these
events that constitute an anomaly, random variables are thus
defined. A relationships of dependencies can be established
between them. Hence, a statistical link can be established
between these variables since the increase or decrease of one
variable is related to the increase of the other variable.

Concretely, a hidden role implies action. This presupposes
permissions, delegations and users that were not considered
in the policy as initially defined (these are for example,
hidden users, hidden roles, hidden assignments). An analysis
of the correlations makes it possible to identify critical
anomalies that lead to high risks of corruption of the policy.
We thus define, notions such as suspicious users or altered
roles. This is done in the following way:

Definition 1: (Suspicious users)

We define in (2) a suspicious user as:

SuspiciousUsers = {u € USERS | r € (HiddenRoles U

AlteredRoles) (u, r) e AUR’}. @)

where USERS is the set of the users of the access control
policy.

Definition 1: (Altered Roles)

We define in (1) an altered role as:

AlteredRoles = {r € ROLES | r’ ¢ HiddenRoles (1’,r) €
AUR’} U {re ROLES | p’ ¢ PERMS’ (r, p’) e APR’}. (2)

where ROLES is the set of roles defined in access control
policy and PERMS is the set of permissions to be granted in
the access control policy.

We intend to use the Markov chains to model these unau-
thorized accesses and thus to model the illegal behavior of a
user. We try to ameliorate in an incremental manner the
model obtained and to attribute a weighting according to the
frequency of occurrence of a given unauthorized access. For
risk assessment, risk factors will be assessed taking into ac-
count the correlation coefficients for those events or anom-
alies identified.

VIII. CONCLUSION

Information systems, including database systems, are
exposed to threats of any kind arising out of the use of
malicious users. This is submitting the data to the risk of
alteration and destruction. Since the access to these systems
are filtered by access control systems, insiders threats are
certainly responsible for loss of integrity, confidentiality,
data availability. But, the access control policies that
regulate these accesses are also source of danger to the
information systems as far as their evolution is concerned
although they are generally considered valid and reliable.
Indeed, from the design phase to the implementation phase,
these policies are not always conform to the initial phase or
to an intermediate phase taken as reference. Anomalies of
non-conformity in the ACP have been the subject of the
work of F. Jaidi and F. Labbene Ayachi, who defined some
of them.

By studying the correlation between these anomalies and
using the log files that are intrinsic to the system, we think
we can detect other anomalies whose risk is also evaluated
by faithfully applying the recommendations of the interna-
tional standards, such as the recommendations of ISO
31000. So, We propose a system to detect and mitigate risks
for access control policies. This system will take into ac-
count other intrusions detection systems (IDS) in order to
produce a global and comprehensive system for risk man-
agement in access control systems.
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