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Abstract—Due to the crowded spectrum, frequency hopping
(FH) techniques are now very difficult to achieve efficient anti-
jamming and increase spectrum efficiency (SE) for wireless com-
munications. The emerging orbital angular momentum (OAM),
which is a property describing the helical phase fronts of
electromagnetic waves, offers the potential to improve reliability
and increase SE in wireless communications. To achieve efficient
anti-jamming and increase SE of wireless communications with
slight computational complexity cost, in this paper we propose an
index-modulation embedded mode-hopping (IM-MH) scheme,
which simultaneously activates several OAM-modes for hopping
along with additional index information and signal information
transmission. We analyze the average bit error rates (ABERSs)
for our proposed IM-MH scheme with perfect channel state
information (CSI) and imperfect CSI, respectively. We also
propose the index-modulation embedded double-serial MH (IM-
DSMH) scheme, which randomly activates one OAM-mode as
the serial second hop to transmit the hopping signals in the
IM-MH scheme, to further decrease the ABER of wireless
communications. Extensive numerical results demonstrate that
our proposed schemes within a narrowband can achieve the low
ABER and significantly increase the SE. Also, the ABERs of
our proposed IM-MH and IM-DSMH schemes are around 25%
and 10%, respectively, compared with that of the mode hopping
scheme.

Index Terms—Orbital angular momentum (OAM), mode hop-
ping (MH), index modulation, double-serial MH (DSMH), anti-
jamming.

I. INTRODUCTION

REQUENCY hopping (FH) has been widely used for se-

cure communications under hostile jamming. In conven-
tional FH communications, the carrier frequency is quickly
changed according to a preset hopping pattern, which facilities
the avoidance of jamming attacks. There are several typical
FH schemes, such as uncoordinated FH (UFH), message-
driven FH (MDFH), and adaptive FH (AFH) [2]-[5]. To
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overcome the dependence of preset hopping patterns and
guarantee efficient anti-jamming of highly dynamic wireless
networks, the authors proposed the UFH scheme, which
randomly selects one channel to hop at both transmitter and
receiver without any predefined hopping patterns [2], [3].
Compared with the conventional FH schemes, UFH is with
lower spectrum efficiency (SE) due to the lack of coordination
between the transmitter and receiver. In MDFH, the transmit
information contains encryption information and signal infor-
mation, thus increasing the SE of FH communications. AFH
schemes attempt to adaptively select a channel with minimum
interference [5]. However, as the traffic date rate greatly
increases and serve diversity explodes, the limited bandwidth
results in the spectrum being more and more crowded in
wireless communications, thus increasing the difficulty of
anti-jamming with FH. Also, the scarce spectrum limits the
SE of FH schemes.

Orbital angular momentum (OAM), which describes the
helical phase fronts of electromagnetic waves, offers a new
degree of freedom different from the conventional degrees
of freedom such as time, frequency, and polarization [6]-
[11]. By using the orthogonal and independent characteristic
of integer OAM-modes, beams carrying different orders of
OAM-modes can simultaneously propagate on a narrowband
with less or no inter-mode interference, which shows potential
applications of OAM for efficient multiplexing [6]-[11]] and
anti-jamming [[12]-[16]]. In the past few decades years, OAM
of light has been studied for data encoding and channel
hopping to increase the tolerance to hostile jamming attacks
in optical communications and quantum communications. To
rapidly switch the generated OAM-modes, a digital micro-
mirror device [12] and a programable spatial light modu-
lator [[13] were used to change the hologram in free-space,
which only generated one OAM-mode at each time slot. Due
to the inefficient OAM-mode utilization, these schemes are
with very low SE.

By contrast to optical communications, there are few
researches about the anti-jamming applications of OAM in
wireless communications [14]|-[18]]. To avoid the information
interception by eavesdroppers, the authors of [[15]] proposed a
secure rang-dependent transmission scheme, where the OAM-
modes were generated by frequency diverse array antennas.
Mode-hopping (MH) scheme, which rapidly switches the
operating OAM-mode to another according to a certain MH
pattern controlled by pseudo-noise generators within a nar-
rowband, has been studied to achieve robust anti-jamming of
wireless communications [[16]. However, the main limitation
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Fig. 1. The system model of OAM-based index modulation wireless communications.

of this technique is that it only transmits legitimate signal
information over one OAM-mode, thus resulting in low SE.
Introducing the concept of index modulation [19], the authors
of [20] have proposed the OAM with index modulation
(OAM-IM) scheme to decrease the bit error rate and increase
the SE. In addition to transmit traditional signal constellations,
the OAM-IM scheme also utilized the indices of OAM-modes
for additional index information transmission. However, when
multiple OAM-modes are activated, the probability that sig-
nals are jammed significantly increases under hostile jamming
attack environments, thus resulting in inefficient anti-jamming
results. How to use OAM within a limited spectrum band to
increase SE and achieve efficient anti-jamming remains an
open and interesting problem in wireless communications.

To overcome the problem mentioned above, in this paper
we propose the index modulation embedded MH (IM-MH)
scheme, which simultaneously activates serval OAM-modes
for hopping in wireless communications. Different from the
conference version [1f], where we mainly focus on deriving
the optimal number of activated OAM-modes to achieve the
maximum capacity, we extend the IM-MH scheme from one
hop to multiple hops within a symbol duration, thus further
improving the reliability of our proposed IM-MH scheme. We
derive the average bit error rates (ABERs) of our proposed
IM-MH scheme under perfect CSI and imperfect CSI scenar-
ios, respectively, to evaluate the anti-jamming performance.
The jamming probability of IM-MH scheme increases as the
number of activated OAM-modes increases at each time-slot,
thus resulting in the relatively high ABER. To further decrease
the ABER, we also propose the index modulation embedded
double-serial MH (IM-DSMH) scheme, which randomly ac-
tivates one OAM-mode as the serial second hop to transmit
the hopping signals in the IM-MH scheme. We conduct
extensive numerical results to evaluate our proposed schemes,
showing that our proposed schemes within a narrowband
can achieve efficient anti-jamming and high SEs in wireless
communications.

The remainder of this paper is organized as follows. Sec-
tion [[I] gives the OAM-based index modulation wireless com-
munications system model. To reduce the ABER and increase
the SE, the IM-MH scheme is proposed in Section where
we derive the exact closed-form expressions of ABER under
perfect and imperfect CSI scenarios, respectively. The IM-
DSMH scheme is proposed to further decrease the ABER
of wireless communications in Section [Vl Numerical results
of proposed schemes are discussed in Section [V| The paper
concludes with Section [Vl

II. SYSTEM MODEL

We build up a new OAM-based index modulation wireless
communications system model in Fig. [I] which consists of
a signal modulator, an index selector A, and an OAM-
transmitter at the transmitter followed by an OAM-receiver,
an index selector C, and a discrete Fourier transform (DFT)
operator at the receiver. Index selectors A and C are syn-
chronized. When index selector B at the transmitter as well
as another DFT operator at the receiver are added into the
system, the DSMH can work for the OAM-based index
modulation wireless communications system. Index selector
C is synchronized with index selectors A and B when the
DSMH works.

As shown in Fig. [I] the input signal information is sep-
arated to signal information and index information [20].
According to the index information determined by secure
keys, index selector A activates I out of N OAM-modes so
that OAM multiplexing can be achieved at each hop. The
remaining (N — I) OAM-modes are inactivated. When the
DSMH works, based on the index information one OAM-
mode is activated by index selector B as the second serial hop.
The OAM-modes are activated regularly for the transmitter
and the receiver, but randomly for attackers. OAM-transmitter,
which consists of NV elements equidistantly distributed around
the circle of uniform circular array (UCA) antenna, can
generate N OAM-modes in wireless communications [21]].
OAM-receiver is also comprised of N elements equidis-
tantly distributed around the circle of UCA antenna. OAM-
transmitter and OAM-receiver can be coaxial and non-coaxial
in the OAM-based index modulation wireless communica-
tions system. To simplify analysis below, we assume the
OAM-transmitter and OAM-receiver are coaxial and aligned.
At the receiver, index selector C is used to select the same
OAM-modes activated by the transmitter. When the IM-MH
works, the DFT operator is used to decompose OAM signals.
Since one OAM-mode is activated by index selector B as the
second serial hop, the basedband signals are modulated twice
in the angular domain when the DSMH works. Therefore,
two DFT operators are used to successively decompose OAM
signals. In this paper, we adopt the fast hopping method
with U hops during a symbol transmission, which brings the
diversity gain.

III. THE IM-MH SCHEME

In this section, we propose the IM-MH scheme to increase
the SE while achieving the low ABER of wireless commu-
nications. Specifically, we first give the transmit signals and



de-hop the corresponding received signals. Then, we derive
the exact closed-form expression of ABER under the perfect
CSI scenarios for arbitrary number of activated OAM-modes
and hops. Finally, we calculate the ABER under the realistic
imperfect CSI scenarios.

A. Signal Transmission

Since each OAM combination corresponds to the specific
index information, the number of available OAM combina-
tions is K1 = 9ltog2 (V)] when I out of N OAM-modes are
simultaneously activated at each hop, where || is the floor
function. We select a unique combination out of K; at each
hop. To illustrate the hopping clearly, an example of IM-MH
pattern is shown in Fig. [2| where the axis of OAM-mode is
ranked in the ascending order of OAM-modes and we set
N = 8 as well as I = 2. OAM-mode and time slot are
integrated into a two-dimension time-mode resource block.
The time-mode resource blocks with specified color denote
the activated OAM-modes at each hop in Fig. [2| For instance,
the coordinates (1,0) and (1, +1) represent that OAM-modes
0 and +1 are activated for hopping at the first time slot.

I OAM-modes are activated to convey the index infor-
mation and each activated OAM-mode conveys M-ary con-
stellation symbols. Thus, the total number of transmission
bits, denoted by 79, corresponding to U hops is obtained as
follows:

UOZIIOg2M+U10g2K1, (1)
—_——— N——
Ns Na

where 7, and 7, are the signal transmission bits and the index
information bits, respectively.

Without loss of generality, we consider the w-th (1 <
u < U) hop. According to the index information, the set
of activated OAM-modes for the u-th hop, which is ranked
in the ascending order of OAM-modes, is given by

u :{ll,ua"' 7li,u;"' alI,u}7 (2)

where [; ,(1 < i <1TI and |l;,| < N/2) is the i-th activated
OAM-mode of all / OAM-modes.

We denote by S the whole symbol constellations. Ac-
cording to the signal information, the transmitted modulated
symbols, denoted by s,,, at the output of M-ary constellation
modulator is given by

Sy = [sl,u"'si,u"'sl,u]T7 (3)

where []7 represents the transpose of a vector and s; ,, € S. It
is noticed that the modulated symbols are transmitted within
U hops duration. The emitted modulated signal, denoted by
Ty, for the n-th (0 < n < N — 1) transmit element is
expressed as follows:

I
=) siue? Nl )
i=1

Emitted signals can be propagated in a line-of-sight (LoS)
path [10] or in sparse multipath environments containing an
LoS path and several non-line-of-sight (NLoS) paths [22],
[23]. The NLoS paths consist of several primary reflection
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Fig. 2. An example of IM-MH pattern. The time-mode resource blocks with
specified color denote the activated OAM-modes at each hop. The activated
OAM-modes are quickly changed according to the preset IM-MH pattern.

paths, secondary reflection paths, and triple reflection paths
in sparse multipath environments [24].
Then, the received signal, denoted by ¥, ., for the m-th
(0 <m < N —1) receive element is obtained as follows:
N-1
n=0
where h,,, represents the channel gain from the n-th legiti-
mate transmit element to the m-th legitimate receive element,
Jm denotes the received jamming signals for the m-th legiti-
mate receive element, and n,,, represents the received complex
Gaussian noise with zero mean for the m-th legitimate receive
element.

The secure key is pre-shared between the transmitter and
receiver. We assume that the transmitter and receiver are com-
pletely synchronized. Thus, index selector C can activate the
OAM-modes same with those activated by index selector A.
To obtain de-hopping signals, the DFT operation is performed
with respect to OAM-mode ; ,,. Therefore, we have the de-
hopping signal, denoted by y; ,,, corresponding to the OAM-
mode [; ,, as follows:

1N
Z,U_NZ mue

In sparse multipath environments, the received interfer-
ence contains the inter-mode interference, the inter-symbol
interference, and the jamming signals. The inter-mode in-
terference and inter-symbol interference, which are caused
by the phase difference between the complex channel gains
of LoS path and all reflection paths, can be mitigated by
using channel ray-tracing and phase difference compensation
methods [22]. Note that for the case of non-coaxis between
the OAM-transmitter and OAM-receiver, beam steering or
phase compensation can mitigate the inter-mode interference
caused by the misalignment of transceiver [22], [25]. Since
OAM is very sensitive to azimuthal angles, the small phase
difference between the azimuthal angles of attackers and
legitimate transceivers will lead to jamming failure. Therefore,
any attacker attempting to interfere with legitimate transceiver
requires the same OAM-modes and azimuthal angles. To
simplify the analyses of ABER, we assume that attackers
randomly activate I out of N OAM-modes at each hop
without knowing the legitimate transceiver’s IM-MH pattern.

Wi, 6)
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Also, attackers have the same azimuthal angles with legitimate
transceiver. Thereby, the jamming signals can be mitigated
with the help of DFT algorithm. The legitimate signals only
can be jammed by the jamming signals with OAM-mode [; ,,
and the cross-talk of jamming signals on OAM-mode [; ,,.

It is noticed that index selector C is necessary. If index
selector C is not used at the receiver, all OAM signals regard-
less of whether OAM-modes are activated or inactivated are
decomposed simultaneously after DFT algorithm in IM-MH
communications. Thus, the receiver will decompose unex-
pected OAM signals if attackers transmit signals with inacti-
vated OAM-modes. For example, we have L, = {—1,0, +2}
at the transmitter. However, the orders of OAM-modes of
decomposed signals are corresponding to {—1,0,+1,+2}
at the receiver, which implies that the decomposed signal
corresponding to OAM-mode +1 is the jamming signal.

Therefore, the de-hopping signal y; ,, in Eq. (6) is obtained
as follows:

Yiu = hli,usi,u + RiuwWi + i u,y (7)

where hy, ,, w; ., and n;, represent the channel gain from
the legitimate user’s OAM-transmitter to the OAM-receiver,
the interference from attackers, and the received noise with
zero mean and variance o2, respectively, corresponding to
the OAM-mode [; ,,. We assume that the interference follows
Gaussian distribution with zero mean and variance 03. Kiu 18
used to identify the existence of interference. When x; ,, = 0,
it means that there is no interference in OAM-mode /; ,,. On
the other hand, when k;, = 1, the legitimate signals are
jammed by jamming signals.

In sparse multipath environments, the effect of a dominant
signal arriving with several weaker NLoS paths gives rise to
Rician distribution. For the given transceiver, the channel of
the LoS path, denoted by hy, , ros, corresponding to OAM-
mode [; ,, can be derived as follows [22]):

BANj_li’ue_j%w\/m 27rTe \
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where [ represents attenuation, A denotes the carrier wave-
length, d is the distance from the legitimate user’s OAM-
transmitter center to the OAM-receiver center for the LoS
path, r; denotes the radius of legitimate user’s OAM-
transmitter, ro represents the radius of legitimate user’s OAM-

hi; o Los=

receiver, and .J;, , (-) is the [; ,-th order of first kind Bessel
function. Also, we denote by hy, , nNLos the channel of NLoS
paths, which follows Rayleigh distribution with zero mean and
variance o?,,. Therefore, we have the expression of hy, , as
follows [26]

| € 1
hi. =./——h o —— h oS 9
lijw = 1+¢ li u,LoS T I liw,NLoS 9)

where ¢ called Ricain factor is the ratio between the power
in the LoS path and the power in NLoS paths.

B. ABER Analysis Under Perfect CSI

In this subsection, we analyze the ABER under perfect
CSI at the receiver. We assume that I/, (0 < I/, < I)
out of I OAM-modes are jammed at the wu-th hop. We
denote by Yy, = [Y1u " Yiu- '-yz,u]T the received signal
vector and H, the diagonal channel matrix with entries
hy, . respectively, for the u-th hop. Based on Eq. (7)), the
conditional probability density function (PDF), denoted by
f(yu|Hy, I.,), of y, with I/, OAM-modes jammed under
perfect CSI is given as follows:

f(yuIHmI;)
2 I - —h. .2
exp( Z |y, uU ;;;WI . Z |Yi,u ;éusl,ul >
i=1+1,
= (10)
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Assuming that U’ (0 < U’ < U) out of U hops
are jammed, we have the conditional PDF, denoted by
fyr---yul|Hy---Hy, I --- I};), corresponding to U hops
as follows:

U
fyr - yolHy - Hy Iy 1) = [ f(yal Hu 1)
u=1
(11)

The transmitter and the receiver per-share the MH pattern
under the control of secret keys. Based on the pre-shared
MH pattern and synchronization, the receiver knows which
OAM-modes are activated by the transmitter. We use the
maximum likelihood (ML) decoder at the receiver to estimate



the bits related to transmit symbols. Searching all signal
constellations, we have

. |
argmax In f(y,
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where s = [81--- 8, ---sy| and § is the estimation of s.

Based on Eq. (I2), we can derive the expression of condi-
tional pairwise error probability (PEP), denoted by P; iy (s —
§|H,, I]), of § detected actually instead of s as shown in
Eq. (I3), where D is the difference between the two sides of
unequal sign and 8, ,, is the estimation of s; ,,.

For simplicity, we denote by A;, = ;. — 5 4. Since
the received interference and noise follow complex Gaussian
distribution, the mean and variance of D, denoted by D,, and
Dyqr, are derived as

I, I
U Z ‘hh uAi,u|2 Z |hli7uAi,u|2
Z i=1 ' n i=1+1I
= o2+ o2 o2
(14)
and
I, I )
v 2 e Al _%%,MQWALJ
Dyar =2 =1 =14
var ugl 02 +O’% 0_2 5
(15)

respectively. Thus, Eq. can be re-expressed as Eq. (16),
where

Q)= —e T + ¢ 5 (17)

is the Gaussian Q-function [27]. Observing Eq. (16), the
conditional PEP depends on the Euclidean distance between
$in and s;, for given H, and I]. Aiming at calculating
the ABER to evaluate the anti-jamming performance of our
proposed IM-MH scheme, we need to statistically average the
conditional PEP over the number of OAM-modes jammed by
interference, the number of hops jammed, and the channel
gains. In the following, we obtain the exact closed-form
expression of conditional PEP for arbitrary U’ and I},.

Proposition 1: The exact conditional PEP, denoted by
Pru(s — §|I), with I, OAM-modes jammed by hostile

jamming under perfect CSI is derived as follows:
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where p; ,, is given by
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Piju = o 2+ 7 (19)
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Proof. See Appendix [Al O

To average the conditional PEP over I/, and U’, the jam-
ming probability is required. We assume each OAM-mode has
an equal probability for being active by using the equiprobable
activation mapping method [28]. Thus, each OAM-mode is
jammed with equal probability. We denote by P(I/|I) the
jamming probability that I/, out of I OAM-modes are jammed
at the u-th hop. Thus, we have

I\(N-I
(1;) (1—1;)
—
(1)
When N — I < I —1I], we have P(I|I) = 0. Also, the
probability, denoted by P, without any interference at the
u-th hop is (N I)/(]}f) Thus, we can calculate the jamming

probability, denoted by P(U’|U), with U’ out of U hops
jammed as follows:

P(I,|I) = (20)

I I I
U T/
P(UI‘U) — Z Z Z (U/>P(§J U
L=1I=1 1/,=1
U’'—fold
X H ( ) (I DP(IL|T) - P(I}|T) . (21)
I'=1 I;

U’ —fold

The upper bound on ABER can be calculated by the follow-
ing steps. First, we weight conditional PEP P(U’|U) by the
number of transmit bit errors related to a given transmission
sequence. Next, we sum the conditional PEP over all error
events corresponding to the given transmit sequence. Then,
we statistically average the sum over all possible transmit
sequences. Finally, we average the value over the number
of transmission bits per symbol [29]. Therefore, based on
Egs. (I8) and (ZI), the ABER, denoted by Py 1, is calculated
using the union-bound method as follows:
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where N.(s,§) represents the number of transmission bit
errors for the event (s — $).

C. ABER Analysis Under Imperfect CSI

In practical scenarios, it is difficult for channel estimators
at the receiver to estimate channels perfectly, thus resulting
in channe} estimation errors. The estimated channel gain, de-
noted by hy;, ,, corresponding to Ay, , is given as follows [30]:

i:llli,u

(23)

- h’li,u - ei,uv

where €; ,, is the channel estimation error with zero mean and
variance o2. It is noticed that h;, , and €; , are independent
with each other and the variance of ¢; ,, refers to the accuracy
of channel estimation.

Replacing by, , in Eq. by iLl we can rewrite the
received signal as follows: '

overall interference

= hy,  Siu T
——

useful signal

€i,uSiu +Hi,uwi,u + T uy (24)

estimation error
h h . f . . . 1 2 . 2
where the variance of estimation error 1s equal to (o |Sz,u .

Then, under imperfect CSI, the estimation of s by the ML
decoder is expressed as follows:

v (I, 7
§ = arg min Z Z |yi,u - hli,usi;u|2
ses | o\ & of + o+ o2]siul
7 2
Z |yzu lusiu| (25)
i=1+41/,

In the similar way as deriving Eq. (T3] and based on Egs. (24)
and (23), the conditional PEP, denoted by P;(s— §|H,, I.,),
under imperfect CSI is derived as shown in Eq. ., where
H,, is the diagonal channel matrix with the entries iNle and
D is the difference between the two sides of unequal sign.

Thus, the dqvcision Vgriable D has the mean and variance,
denoted by D), and D,q,, as

—Z Z b Al XI: M Al
— 0'2+O'I+02‘51 u|2 i=1+1 02+O—Z|5i,u|2
27
and
_22 Z Al u|2 L i |Bli,u,Ai7“2
Dyar Gt b 0'2—|—O' +0'2|51 u|2 I 0'2+0'62‘3i,u|2 )
28)

respectively [31]. Then, we can obtain the expression of
Pi(s — §/H,,I]) as shown in Eq. (29). It is clear that
Eq. 29) gets back to Eq. (T6) if 02 = 0, namely perfect CSI.

Under imperfect CSI, the mean of 7”' is ihlv

while the variance is 5 +1 ) Then, following the similar
steps in Appendix [A] the conditional PEP under imperfect CSI
for arbitrary U’ and I, is obtained as shown in Proposition
2.

Proposition 2: The exact PEP, denoted by Pi™ (s— 3|1],),
with I/, OAM-modes jammed at each hop under imperfect
CSI is given by Eq. (30), where

A7,
02+ 0% 4 02]siu|?
A
02+ 2|8 u|?

Replacing Py (s—$|I;,) in Eq. @2) by P}, (s—3|I},), w
can obtain the ABER of our proposed IM- MH scheme under
imperfect CSI.

The expressions of conditional PEP and jamming prob-
ability are the same for our proposed IM-MH scheme and
the previously proposed MH scheme when I = 1. However,
our proposed IM-MH scheme has lower ABER as compared
with the MH scheme because N(s,§)/no is used in the

if i e [1,1));
Piju = (31)

ifie[l+1,1.
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Fig. 3. An example of IM-DSMH pattern. The time-mode(l;,,,)-mode(ls )
resource cubes with specified color denote the activated OAM-modes at each
hop. The activated OAM-modes in selectors A and B are rapidly changes
according to the preset IM-DSMH pattern.

IM-MH scheme instead of N,(s,§)/ns in the MH scheme.
Therefore, our proposed IM-MH scheme achieves more robust
anti-jamming results than the MH scheme.

To significantly increase the SE in both signal information
and index information for our proposed IM-MH scheme,
activating multiple OAM-modes is required. However, such
a requirement leads to the high probability of signals being
jammed at each hop when the jammer sends jamming sig-
nals with OAM beams, thus causing inefficient anti-jamming
results. In order to deal with the above-mentioned problem,
a novel IM-DSMH scheme is proposed to effectively protect
transmit signals from hostile jamming.

IV. THE IM-DSMH SCHEME

As shown in Fig. index selector B at the transmitter
and additional DFT operator at the receiver are added into
the OAM-based index modulation wireless communications
system when DSMH works. Thereby, at the transmitter two
index selectors work for the IM-DSMH scheme. The index
information determines the activated OAM-modes in both
index selectors A and B. Based on the index information bits,
one OAM-mode is activated as the second hop to transmit the
hopping signals in the proposed IM-MH scheme.

To illustrate the hopping of the IM-DSMH scheme, an
example of the IM-DSMH pattern is depicted in Fig.
where the time resource is divided into multiple time slots.
The activated OAM-mode in selector B is denoted by [,
(lIsw] < N/2). We integrate OAM-mode [; ,, s, and
time slot into a three-dimension resource cube. Each hop
corresponds to a cube and is identified by the specified color.

Therefore, the output signal, denoted by s;, , after index
selector B for the u-th hop is given as follows:

I
250 wls
Lo = ) Sigel N liulon, (32)
i=1
Next, the emitted modulated signal, denoted by x4, ,, for
the n-th transmit element is derived as follows:
- 27
Tnlew = Sls,u,ejﬁnls’u
I
- 27 .
= Y s Rl 33)

i=1

It is clear that the IM-DSIM scheme still keeps the orthogo-
nality of OAM beams.

Then, the received signal, denoted by %, ., for the m-th
element at the u-th hop is given as follows:

N-1

gm,u = Z hmnxn,lb,,u + I+ o (34)
n=0

We multiply the received signals with exp{—j %} for
the first de-hopping and then average the sum of signals for all
receive elements. Thus, we can obtain the de-hopping signal,
denoted by ¥, ,, corresponding to OAM-mode I; ,, as follows:

27Tml

N—
il
E mue

yllgu:

2mmly

(35)

To further de-hop the obtained signal, the second DFT al-
gorithm is performed. Thus, we have the de-hopping signal,
denoted by y; ., for the activated OAM-modes [; ,, and [ ,,
as follows:

I
1 o v
Ysuyi = N E Yl;. € I lsuliu (36)
i=1

Since attackers do not know the legitimate user’s hopping
pattern in IM-DSMH communications, jamming signals with
different OAM-modes can be eliminated completely after
multiplying the received signal with exp{— j%Tmli,u}. The
residual jamming signal with OAM-mode [; , has been de-
composed from the vorticose beams to plane beams Then,
after multiplying the received signal with exp{—;2%l, ,l; .}
and performing the DFT algorithm, the jamming s1gnals can
be further eliminated. It is noticed that the legitimate user’s
signals cannot be jammed when the activated OAM-modes
in index selector B do not contain OAM-mode zero. Only
when jamming signals carry the same OAM-modes [, and
the user activates the OAM-mode zero in index selector B,
the jamming signals can interfere with the desired signals.
Therefore, we propose that all OAM-modes except OAM-
mode zero can be activated by index selector B with equal
probability to mitigate the interference in wireless commu-
nications, thus making it impossible for the legitimate user’s
signals to be jammed.

Hence, we have the signal y;, ;, corresponding to the
OAM-modes [; ,, in index selector A and [, ,, in index selector
B as follows:

Ysu,i = hli,usi,u +ny (37)

s,uyl?

where 7n;_ ; is the corresponding received noise.

Index selector A activates I out of N — 1 OAM-modes
as the first hop while index selector B activates one out
of N OAM-modes as the second serial hop. The activated
OAM-modes by index selectors A and B are combined
into two-dimensional OAM-OAM blocks. Each OAM-OAM
combination corresponds to the specific index information.



Therefore, the number of available OAM-OAM combinations
is Ko = 9llog> [("T)N]] Thus, the corresponding trans-
mission bits, denoted by n;, of the IM-DSMH scheme is
expressed as follows:

m = Ilogy, M + Ulog, K. (38)

Comparing the transmission bits of our proposed IM-MH
and IM-DSMH schemes, we can obtain the increase of
transmission bits, denoted by A,,, for the proposed IM-DSMH
scheme as follows:

A, m — "o
Ulogy (N — 1), (39)

—
Q
~

Q

where (a) ignores the floor operation. It is clear that A,
increases monotonically with the increase of N and U,
respectively.

The derivation of ABER for our proposed IM-DSMH
scheme is similar to that for the IM-MH scheme. By con-
sidering all possible cases, the ABER, denoted by ]SI,U, with
I activated OAM-modes and U hops for our proposed IM-
DSMH scheme is derived with the union-bound method [29]
as follows:
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under imperfect CSI, respectively. It is noticed that our
proposed schemes can use various modulation schemes, such
as phase-shift keying (PSK), quadrature amplitude modulation
(QAM), and frequency-shift keying (FSK).
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Fig. 4. The impact of N and I on the ABERs of IM-MH and FH schemes
under perfect CSI.

The proposed IM-MH scheme not only simultaneously
activates several OAM-modes for transmission at each hop
according to the input index information, but also utilizes
the diversity of fast hopping to decrease the probability
of signals being jammed. The proposed IM-DSMH scheme
with slight computational complexity cost uses the double-
serial hop to increase the index information and effectively
avoid legitimate signals being jammed. Thus, our proposed
IM-MH and IM-DSMH schemes within a narrow frequency
band can be used for achieving high SE and low ABER
for various interfering waveforms such as single-tone inter-
ference, wideband interference, and partial-band interference.
Therefore, our proposed IM-MH scheme can be applied into
the scenarios, such as indoor wireless communication, radar,
wireless local area networks.

V. PERFORMANCE EVALUATION

In this section, we show several numerical and simulation
results to evaluate the performance of our proposed IM-MH
and IM-DSMH schemes. The numerical results are organized
as follows. Section shows the ABERs of our proposed
IM-MH scheme. Section depicts the ABERs of our pro-
posed IM-DSMH scheme and compares the ABERs among
IM-MH, IM-DSMH, FH, and MH schemes. Section [V-C|
compares the SEs among IM-MH, IM-DSMH, FH, and MH
schemes. Throughout our evaluations, the jamming-to-noise
ratio is set to 2 dB and binary PSK (BPSK) modulation is
employed.

A. ABER of IM-MH Scheme

To evaluate the impact of N and I on the ABERs of the
IM-MH and FH schemes under perfect CSI, we present the
ABER versus signal-to-noise ratio (SNR) in Fig. where
we set £ = 10 and U = 1. The ABER corresponding to
N = 8 and I = 2 is the highest among the four cases
because the jamming probability is the highest among the
four cases as proved in Eq. (20). The other reason is that
the case for I = 2 has a denser joint constellation size than
that for / = 1, which makes it more possible for the ML
decoder to make error decisions. Hence, the ABER of our
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Fig. 5. The impact of U on the ABERs of IM-MH and FH schemes with
I =2 and N = 8 under perfect CSI.
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Fig. 6. The ABERSs of our proposed IM-MH scheme versus SNR for different
values of Rician factor & under perfect CSI.

proposed IM-MH scheme increases as the number of available
OAM-modes decreases and the number of activated OAM-
modes increases. Also, we can find that for a fixed I, the
difference between the cases N = 16 and N = 8 is larger in
a relatively high SNR region than that in the low SNR region.
This is because interference plays a dominant role in the low
SNR region while legitimate signals play a dominant role in
the high SNR region. In addition, comparing the ABERs of
our proposed IM-MH and the conventional FH schemes, we
can find that our proposed IM-MH scheme achieves lower
ABER than the FH scheme. This is because our proposed
IM-MH scheme can simultaneously transmit index bits and
signal bits. The index bits related to activated OAM-modes
can be easily obtained at the receiver due to the pre-shared
secret keys between the transmitter and receiver. Therefore,
when given the transmission bits, the IM-MH scheme has a
lower ABER than the FH scheme.

Figure [5] compares the ABERs of our proposed IM-MFH
and the conventional FH schemes versus different values of
U, where we set N =8, I = 2, and & = 10, respectively. As
expected, the ABER monotonically decreases as the number
of hops increases, thus resulting in decreasing the jamming
probability as verified in Eq. (2I). This implies that it is

o 10
: >
= 10 --©-- Simulation: o2 = 0 3
—k—o0?=10.01 k
105 £ =-%=- Simulation: o2 =0.01
——02 =0.02
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10° ¢ 0% = 0.05
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N "

10-7 1 1 L
0 5 10 15 20 25 30
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Fig. 7. The impact of a? on the ABERs of our proposed IM-MH scheme.

difficult for attackers to track trajectories of activated OAM-
modes. Also, modulated signals are transmitted within U
hops duration, thus bringing a diversity gain of wireless
communications to improve the anti-jamming performance.
This result verifies that by increasing the number of hops, our
proposed IM-MH scheme can achieve robust anti-jamming in
wireless communications. Observing Fig. [5] we can find that
the ABER of our proposed IM-MH scheme is lower than that
of the conventional FH scheme because our proposed IM-MH
scheme increases the index bits for the fixed U and I.
Figure[6]shows the ABERs of our proposed IM-MH scheme
versus channel SNR for different values of £ under perfect
CSI, where we set N = 4, I = 4, and U = 1, respectively.
Observing Fig. [f] we can obtain that the ABER decreases as
the value of ¢ increases. This is because the LoS component
plays a dominant role in the high £ region whereas NLoS
components dominate in the low ¢ region. When ¢ is high,
the impact of multipath fading on ABER is mitigated.
Figure [7] depicts the impact of channel estimation error
on the ABERs of our proposed IM-MH scheme versus the
received SNR, where we set N = 8, [ = 2, and £ = 10,
respectively. As shown in Eq. (24), o2 refers to the accuracy
of channel estimation. o> = () means that the CSI is estimated
perfectly. As 062 increases, the received SINR decreases, thus
resulting in high ABER. Therefore, as shown in Fig. [7] the
ABER curve for 02 = 0 can be considered as the ABER
threshold for imperfect CSI scenarios. As the channel SNR
increases, the ABER first slowly decreases and then gets close
to a fixed value as shown in Fig.[7} However, there is no fixed
value of ABER under perfect CSI in the whole SNR region.

B. ABER of IM-DSMH Scheme and ABER Comparisons

Figures [§] and [9] show the ABERs of our proposed IM-
DSMH scheme versus the received SNR for different values
of U and ¢ under both perfect and imperfect CSI scenarios,
where we set ] = 2 and N = 8§, respectively. Observing
the ABER curves, we can find that the ABERs under perfect
CSI are lower than those under imperfect CSI scenarios. The
ABER difference between perfect CSI and imperfect CSI is
larger in a relatively high SNR region as compared with
that in a low SNR region. Fig. [8] where we set U = 1,
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Fig. 9. The effect of U on the ABERs of our proposed IM-DSMH scheme
under perfect and imperfect CSI.

shows that the ABERs of our proposed IM-DSMH scheme
decreases as £ increases. Also, observing Fig. 0] we can see
that the ABERs of our proposed IM-DSMH scheme decrease
as U increases. This verifies that our proposed IM-DSMH
scheme with multiple hops can achieve robust anti-jamming
of wireless communications.
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Fig. 10. ABER comparisons among IM-MH, IM-DSMH, FH, and MH
schemes for N = 8 and I = 3 under perfect CSI.
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Fig. 11. SE comparisons among IM-MH, IM-DSMH, FH, and MH schemes
versus I with U = 1.

Figure [T0] compares the ABERSs of our proposed IM-MH,
IM-DSMH, MH, and the conventional FH schemes versus the
received SNR for different values of U and I under perfect
CSI, where we set N = 8, I = 3, and £ = 10, respectively.
Observing the curves, we can see that our proposed IM-
MH and IM-DSMH schemes have lower ABERs than the
MH scheme for given U and I. Although our proposed IM-
MH scheme and the MH scheme have the same jamming
probabilities for given U and I, our proposed IM-MH scheme
has a lower ratio between the number of bit errors and all
transmission bits due to the increase of 7, in comparison
with the MH scheme. The MH and FH schemes have the
same ABER due to the same jamming probabilities and
transmission bits. Also, the IM-DSMH scheme not only has
the lowest ratio between the number of bit errors and all
transmit bits, but also successfully avoids jamming attacks.
Therefore, our proposed IM-DSMH scheme achieves the
lowest ABER among the four schemes as shown in Fig. [I0} In
addition, the ABERs of our proposed IM-MH and IM-DSMH
schemes are around 25% and 10%, respectively, compared
with that of the MH scheme.

C. Spectrum Efficiency Comparison

Similar to the derivation analysis about SE in [32], the
upper bound of SE, denoted by C1, for our proposed IM-MH
scheme can be obtained as follows:

U 1 U
Cr= Y PUU)Y logy [ 1+ viu | +logs K1, (43)
U’'=0 i=1 u=1

where ;. is the signal-to-interference-plus-noise ratio
(SINR) for the i-th activated OAM-mode at the u-th hop in the
IM-MH communication and a maximal-ratio combiner is used
at the receiver. The first term on the right hand of Eq. (43)
is the signal information and the second term corresponds to
the index information.
The upper bound of SE, denoted by CY, for our proposed
IM-DSMH scheme is derived as follows:
T U
Cy =) logy [ 1+ ) X | +log, Ko, (44)

i=1 u=1
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where x; ., is the SNR for the i-th activated OAM-mode at
the u-th hop in the IM-DSMH communication.

Figure [T1] compares the SEs of our proposed IM-MH,
IM-DSMH, FH and MH schemes with different values of
I, where N = 12, U = 1, and £ = 10. To analyze the
impact of SNR on SE, we set the SNR as 10 dB and 25 dB,
respectively. The SE of our proposed IM-MH and IM-DSMH
scheme is upper bounded as the sum of index information
and signal information, whereas the SE of MH scheme is
obtained through signal information. As shown in Fig.
the SEs of our proposed IM-MH and IM-DSMH schemes first
increase and then decrease as I increases when SINR is low.
Thus, in this case there exist optimal solutions I to achieve
the highest SE. On the one hand, the index information is
a concave function with respect to I for fixed N. On the
other hand, the signal information increases as I increases.
Thereby, the SE first increase. When the signal information
increases slower than the index information decreases, the
SEs begin to decrease. Hence, when SNR is low, the SE
curves of our proposed IM-MH and IM-DSMH schemes are
concave with respect to I. When SNR is relatively high,
the SEs of our proposed IM-MH and IM-DSMH schemes
monotonically increase as I increases. The reason is that
the increase of signal information is always larger than the
decrease of index information. Observing Fig. [T1] we also
can find that when I = N — 1, the SEs of our proposed IM-
MH and IM-DSMH scheme are the same, which is due to the
same index information. The SE of our proposed IM-DSMH
scheme is larger than that of the IM-MH scheme because
the IM-DSMH scheme provides additional index information
in comparison with the IM-MH scheme. This result can be
proved by Eq. (39). In addition, we can see that our proposed
IM-MH and IM-DSMH schemes achieve higher SE than the
MH scheme in wireless communications. It is clear that the
FH scheme has the lowest SE among these schemes. This is
because our proposed IM-MH, IM-DSMH, and MH schemes
can be used for anti-jamming within the narrow frequency
band while the FH scheme requires N narrow frequency
bands for hopping.

Figure [I2] compares the SEs of our proposed IM-MH, IM-

DSMH, MH, and the conventional FH schemes versus I,
where N is set as 12 and 16, respectively. As N increases,
the SEs of our proposed schemes increase due to the increase
of index information as shown in Egs. (I)) and (38). It is clear
that the SE curves of the MH scheme are overlapped because
the SEs are obtained through signal information without
considering the jamming attack. Since the index information
is always equal to zero for conventional FH and MH schemes,
the SEs of our proposed IM-MH and IM-DSMH schemes are
larger than those of conventional FH and MH schemes for a
fixed I.

VI. CONCLUSIONS

In this paper, we proposed the IM-MH scheme to in-
crease the SE and decrease the ABER for anti-jamming in
wireless communications within a narrowband. The exact
closed-form expressions of ABER were theoretically analyzed
under perfect CSI scenarios and imperfect CSI scenarios,
respectively. We also proposed the IM-DSMH scheme, which
randomly activated an OAM-mode as the second hop to
transmit the hopping signals in the IM-MH scheme, to further
decrease the ABER. Numerical results have shown that the
ABER of our proposed IM-MH scheme within a narrowband
decreases as the number of available OAM-modes increases
and the number of activated OAM-modes decreases. Our
proposed IM-DSMH scheme can achieve robust anti-jamming
by performing the second serial hop. In addition, our proposed
schemes outperform the MH scheme in terms of SE and
ABER within the narrow frequency band.

APPENDIX A
PROPOSITION 1

We first analyze the conditional PEP for U = 1 and then for
an arbitrary U. Thus, Eq. (I6) for U = 1 can be re-expressed
by

PI U(S—>3‘ us u)
I I
Z |, AN u|2 > N Aul?
=Q|\ = SRl 45)

Based on Eqs. (I7) and (@3), we can derive P; (s —

§|H,,I}) as shown in Eq. {6). Since the channels follow
the independent Rician fading, the conditional PEP P /(s —
8|I!) can be derived as follows:

P[U S*)S|I/ / / / P] S*>S| ws u)

- fold
Xf(hll,“) . .f (hlI,u) dhll,u e dhl[,u?(47)

where f (hy, ) is the PDF of hy, . Then, P (s — 8|I})
with I-fold integral can be calculated using the moment
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generating function (MGF) [29]. Thus, Eq. @7) is calculated

as follows:
piay, 11 Pi
trrallme, (5°).

(48)
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is the MGF of random variable h} at

The mean_and variance of O/,}M—based wireless channel

[, )dh, , (49)

Pi,u

hy, ., are %fhl““Log and (17+£, respectively. Thus, the
MGF associated with Rician fading channel model at 2 '
is further derived as follows [26]:
¢h2, R Pi,u
(14§ exp e
. HE—hf,  pos—a "
iu 1,u9 4y 12
I+&——5 hli‘u,LoS

Based on Eqgs. (@6) and (48), the conditional PEP Py /(s —
§|I)) for U = 1 can be obtained. In the similar way as
deriving Py y(s— §|I},) for U = 1, we can obtain the exact
closed-form expression of Py (s — §|I},) for arbitrary U as

shown in Eq. (T8).
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