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Letter

A Trust Assessment-Based Distributed Localization
Algorithm for Sensor Networks Under Deception Attacks

Ya Wang, Xinming Chen, Lei Shi, Yuhua Cheng, and Houjun Wang

Dear Editor,

This letter is concerned with the distributed localization issue for
wireless sensor networks subject to deception attacks. It is assumed
that malicious nodes randomly launch attacks to tamper the ranging
information between sensors. In order to accommodate the effects of
deception attacks, a trust assessment-based distributed localization
algorithm is proposed. Combined with data fusion of barycentric
coordinates, our algorithm can achieve accurate localization. Finally,
numerical simulations are given to validate the effectiveness of the
proposed localization algorithm.

The localization of sensor networks, which aims at obtaining the
locations of sensors to achieve the monitoring of networks, is of great
significance in various fields of military and industry [1], [2]. In
order to achieve exact localization, numerous algorithms have been
developed for wireless sensor networks [3]-[6]. For instance, in the
presence of uncertainties, a semi-definite programming algorithm
was introduced for node localization [3]. A second-order cone pro-
gramming relaxation of localization was proposed to achieve faster
speed than the semi-definite programming algorithm [4]. A gradient-
based target localization algorithm was developed for robotic sensor
networks by utilizing statistical techniques to estimate the location
[5]. A gradient-based fingerprinting system for indoor localization
was introduced [6]. However, it should be pointed out that most of
existing localization algorithms have certain shortcomings such that
they cannot achieve both accurate localization and global conver-
gence. Thus, it is desirable for sensor networks to design an exquisite
algorithm with both of the excellent characteristics. To address this
issue, a fully distributed iterative localization (DILOC) algorithm on
the basis of barycentric coordinates representation was utilized in [7],
[8], which can globally converge to the sensors’ accurate locations.

Actually, communication channels in sensor networks are quite
vulnerable to cyber attacks due to the nature of wireless commu-
nication [9]. Deception attacks, as one of the most typical cyber
attacks, may ruin the integrity of data by tampering the information
transmitted through communication networks, and eventually lead to
undesirable consequences such as malicious manipulation or even
system breakdown [10]. To alleviate the negative influence resulted
from deception attacks, a number of secure control schemes have
been studied [11]-[15]. For example, by designing a pinning strat-
egy-based impulsive controller, the problem of synchronization
under deception attacks in multi-agent systems was investigated in
[11]. A consensus protocol of multiagent systems under sparse linear
injection attacks was designed and the relevant optimization problem
was solved efficiently by the means of alternating direction method
of multipliers [12]. Moreover, a distributed set-membership filtering
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algorithm along with two recovery mechanisms for a vehicle platoon-
ing system was introduced to identify and resist attacks in [13]. A
Lyapunov-based nonlinear control scheme based on a multiagent sys-
tem was presented in [14] to defend real-time false-data-injection
attacks. Based on the notion of network robustness, resilient consen-
sus problem of networked control systems under F-local deception
attacks was considered [15]. Although there have been some initial
works on secure control under deception attacks, most of them focus
on multiagent systems. To the best of the authors’ knowledge, there
is a paucity of related results on the localization of wireless sensor
networks. Therefore, it is interesting yet challenging to develop a
localization algorithm for wireless sensor networks subject to decep-
tion attacks.

Motivated by the above observers, this letter aims to solve the
localization issue of sensor networks in the presence of deception
attacks. Its contributions are twofold: 1) A universal model of decep-
tion attacks under which the ranging information based on received
signal strength indicator (RSSI) is tampered by injecting false data is
considered; 2) A distributed iterative localization algorithm com-
bined with the techniques of trust assessment and data fusion is
developed, and it can effectively achieve the accurate localization of
sensor networks.

Problem formulation: Consider a wireless sensor network with N
nodes, where there are m anchors with known locations and N —m
non-anchors whose locations need to be localized. The communi-
cation interactions among these nodes can be represented as a
digraph denoted by G={V,&}, which is comprised of a node set V
and an arc set E. The node set V' can be separated as an anchor node
set ®={1,2,...,m} and anon-anchor node set ¥ ={m+1,m+2,...,N},
ie., V=®UY. An arc with an initial node v; and a terminal node v;
is denoted by (v;,v;). There are no self-loops, namely, no such arcs as
i, vi), i=1,2,...,N. Conv{Z} denotes the convex hull of a set Z of
nodes which is the smallest convex set containing Z. N; refers to the
set of neighbor nodes connected to node i. Let |N;| be the cardinality
of N;. For y e R, abs(y) means the absolute value of y.

The objective of this letter is to design a distributed localization
algorithm for non-anchors such that they can converge to accurate
locations in spite of the existence of deception attacks.

1) Barycentric coordinate representation: In this letter, the location
of each non-anchor node can be calculated by barycentric coordi-
nates with respect to their neighbor nodes. The barycentric coordi-
nate is a geometric concept proposed in [16], which represents the
relative position of one node in regard to other nodes. In the two-
dimensional space, three nodes that are not on one straight line can
determine the whole plane. Therefore, without losing generality, we
show the barycentric coordinates of one node with respect to three
other nodes. The Euclidean coordinates of four nodes, say i, r, s, ¢ in
the plane are denoted by p;, pr, ps. ps, respectively. The barycentric
coordinates of node i with respect to 7, s, t are a;,, ajs, aj;, Which sat-
isfy

Pi = airprt+ajsps +aipps. (1)

Particularly when a;, + a;s + aj; = 1, the barycentric coordinates can
be calculated by the proportion of signed areas between specified tri-
angles. Fig. 1 provides an illustration of node i lying in the convex
hull spanned by nodes r, s, t, and the barycentric coordinates of node
i can be determined by

S pirt S nirs
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where S nisr, S nirts S airss S arse indicate the signed areas of the corre-
sponding triangles Aist, Airt, Airs, Arst. Furthermore, we can uti-
lize Cayley-Menger determinant [17] to calculate S aisz, S aires S nirs»
S Arst, for instance,
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Fig. 1. Illustration of a node lying in the convex hull of its adjacent nodes.

where d;; denotes the Euclidean distance between nodes i and s.

Definition 1: A;(6;) = {j € N; :d;j <;} is denoted as the triangu-
lation set of a node i € ¥, provided that the following conditions are
satisfied:

Ai(6;) S N, i€ Conv{Ai(6)},1Ai(6:)] = 3. 4)

Assumption 1: All non-anchors locate in the convex hull of
anchors, that is, Conv{¥} C Conv{®}.

Assumption 2: For each non-anchor node i € ¥, there exist multi-
ple triangulation sets denoted by Agk)(éi) € {AEI)(di),AEZ)(éi), e,
AEK’)(éi)}, such that any two nodes from the set {i} U Agk)(éi) can com-
municate with each other.

Remark 1: The assumptions mentioned above are feasible for wire-
less sensor networks in practice. The locations of anchors are often
determined by GPS or fixed manually. On the other hand, by appro-
priately increasing the communication radius §;, the number of trian-
gulation sets that satisfy the conditions can be obtained.

2) Deception attack model: In this letter, it is assumed that mali-
cious nodes are randomly distributed throughout the wireless sensor
network which occasionally launch deception attacks on the nearest
node, leading to the disintegrity of data transmitted among some of
neighbor nodes. As depicted in Fig. 2, the nodes in green refer to sen-
sors in the network, whereas the nodes in red stand for deception
attack launchers, and the circles of red dotted line indicate the attack
range of malicious nodes. Deception attacks aim to reduce the posi-
tioning accuracy or even make the whole sensor network unstable by
modifying the data transmitted in the communication channels. In the
scenario of this letter, the distances between sensors are measured
based on RSSI. Therefore, the packet sent by a node, say » not only
includes the location information p,(¢) at the current iteration time ¢
but also contains its transmitted signal power. With the same radio
signal transmitting power, the distance between one node and its
adjacent node is inversely proportional to the received signal power
from the neighbor node, which as follows:

) _ PT; (1) ) _u cPT; (1)
PO =iy @O\ PRy ®

where ¢ and u are constants related to communication channel model,
PR;,(t) denotes the signal power received by node i, and PT.(?) is
the signal power transmitted by neighbor node r, and d;.(¢) refers to
the distance between node i and node r. It is assumed that attacker
can achieve the purpose of deception by tampering PT;.-(¢) in the
packets.

Based on above assumptions, the distance measurements between
the node and its triangulation neighbor node may be modified.
Deception attacks mainly include data tampering, false data injection

@ Sensor node

e Malicious node

Fig. 2. Illustration of deception attack model.
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and replay attacks. Compared with other attacks, false data injection
attacks which can bypass the surveillance of attack detection mecha-
nism silently, are more destructive to the system. Furthermore, in this
letter, the tampering of distance measurement can be well modeled
through the false data injection model. Therefore, we set up the
model that the distance values d;,(f) are tampered by injecting false
data

dir () = dip(1) + (1 = @i (1)6ir () + Gir (1) (6)
where ¢ (1) ~ N(O,o-l.zr(t)), oir(t) = Ad; (1), and 1 is a constant noise
parameter, ensuring that distance noise changes proportionally to the
scale of network. ¢;-(f) denotes attack signal injected by malicious
attackers, and attack signal strength is much greater than measure-
ment noise. Hence, attack signals can make distance measurements
deviate from d;,(¢) to d;(¢). a;-(t) follows Bernoulli distribution with
probability ¢ and has the value of 0 or 1 where @;-(f) = 0 means that
the adversary has launched false data injection attack, and a;(¢) = 1
means that the transmitted data is normal.

Assumption 3: For each non-anchor i, there is at least one credible
triangulation set in which each node is immune to deception attacks
during the entire process of localization.

Remark 2: Due to the randomness of deception attacks launched
and limited resources for stealth of malicious nodes, as well as the
diversity of the triangulation sets of non-anchors, Assumption 3 is
reasonable.

Algorithm design: In this section, a trust assessment based dis-
tributed iterative localization algorithm is proposed to eliminate the
influence of deception attacks. Here we first introduce an evaluation
scheme based on statistical characteristics to assess the trustworthi-
ness of triangulation sets of non-anchors, and then in the process of
distributed iterative localization, the weights of the triangulation sets
those are evaluated as untrustworthy are reduced.

1) Trust assessment model: The statistical characteristics of non-
anchors’ distance measurements are analyzed to realize the monitor-
ing of the system. When the transmitted signal power is not tam-
pered by deception attack, the distance measurements ought to fol-
low Gaussian distribution, that is, d;,(t) ~ N(d,-r(t),O'izr(t)). Therefore,
we set a threshold for the statistical characteristics of standard devia-
tion as a criterion for judging whether it is subject to deception
attacks.

Define trust assessment function of Afk) (6;) as follows:
K)oy — (T (Do (f— TV - (f—

& (t)—. max '(abs(djr(t) dj(t=1))=2n0 j(t-1)) )
Jretiiua®6)
where Agk)(é‘i) refers to the kth triangulation set of node 7, n is a con-
stant which can be modified to adjust the discriminating threshold,
o jr(t) = Ad;(1). If sl(.k)(t)SO, the ranging information among the
nodes in {i}UAEk)(éi) is considered to have not been tampered by
deception attacks. Furthermore, using the mean value to update the

distance measurement at time ¢ among non-anchors in {i} U Al(.k)(éi)

~ 1 &~ 1~ 1—
a0 =1 Y dym) = =T, =D+ 30 ®)
m=1

where j, r € {i} UAEk)((Si) and j # r. On the contrary, if ggk)(t) >0, it
is deduced that triangulation set Al(.k)(é,-) is not credible for non-

anchor i at iteration time #, and then the distance measurement is
remained as the value at time 1 —h

djr (1) = dji (t = ) ©)

where ¢ —h is the latest moment such that ggk)(t —h) <0. If such pre-
ceding moment does not exist, the distance measurement is not
updated at current time.

Consequently, in the following stage of distributed iterative local-
ization, the degree of unreliable triangulation sets to influence the
positioning process will be decreased to alleviate the negative
impacts of deception attacks on the wireless sensor networks.

2) Distributed iterative localization: In this letter, we adopt a data
fusion method of barycentric coordinates combined with trust assess-
ment, on the basis of the DILOC algorithm [7] to resist deception
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attacks.

According to Assumption 2, the position of non-anchor i can be
determined by its triangulation sets, thus the location of node 7 can be
represented in the following iterative form:

Ki
pit+ D=(-Npi+y Y. > wfwdopko (10
k=1 e (s))
where y is a constant gain parameter, K; denotes the number of trian-
gulation sets; 77;‘ (1) refers to the trust weight of Agk)(di) which satis-
fies Zf;l nf,‘ () = 1 and starts with equal weights 7]{? ©0)=1/K;; af,‘r(t)
stands for the barycentric coordinate of node i with respect to node r
in the kth triangulation set at time f If sl(.k)(t) <0, we have
nf.‘ = r]f (t—1). Otherwise, in order to mitigate the adverse effects
caused by deception attacks, the proposed strategy is to reduce the
weights of untrustworthy triangulation sets Al(.k)(éi) that determine the
positions of non-anchors

(1) = Bif (1= 1) (1)
where 8 € (0,1) is an attenuation factor. After that, for each triangula-
tion set of non-anchor i, we conduct normalization process

(0

K; :
2 e=1 77? ®

Next, we integrate the trust evaluation scheme into the process of
distributed iterative localization. The detailed realization is given in
Algorithm 1.

Remark 3: Note that when there are not any untrusted nodes and

the number of trigulation sets for every non-anchor is only one,
Algorithm 1 is reduced to the case of the DILOC algorithm in [7].

THOE (12)

Algorithm 1 Distributed Localization Based on Trust Assessment

1: Set the Bernoulli distribution parameter ¢, gain coefficient yp,
noise parameter /A, threshold parameter 7, attenuation factor f and the
initiate estimations p;(0), for i € \¥;

2: At each iteration step #, non-anchor i € ¥ estimates its coordi-
nates according to the following rules:

3: Evaluate the confidence of each triangulation set Al(.k)(éi) accor-
ding to (7);

4:if £(1) < 0 then

5: Update er(t) using (8) and calculate af.‘r(t);

6 pfo=nfa-0.

7: else

8: if z-:gk)(t — h) £ 0 exists then

9: Update 3},(1) using (9) and calculate a;‘r(t);
10: else

11: d~jr(t) = er(t) and calculate af.‘r(t);

12: end

13: Reduce nf (1) according to (11).

14: end

15: Normalize the modified weights using (12);
16: Update the coordinates of i based on the parameters obtained
above according to (10).

Numerical example: A network with 3 anchors and 7 non-anchors
are taken into account. The position of anchors are fixed as
p1 = (50,50 V3), p2 =(0,0),p3 = (100,0), and the accurate coordi-
nates of non-anchors are set as

200 2003 2503
pe=(5 =) ps=(50.7—)
100 20043 100 1003
ro=(5"g ) r=(5"5")
po= (50,2003 gy = (01003 (50,205,

The triangulation sets of non-anchors are given as
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AP 64) = 11,3,10), AP (64) = {1,3,5),
AL (65) = (1,4,10), AP (65) = (1.4,6),
AD(66) = (1,2,10), AL (S6) = {1,2,5),
A7) = (2.6,8), AP (57) = (2,8,10),
AL (85) = (2,3,10), AP(S5) = (2,3,7), AL (6) = (2,3,9)

AL (89) = (3,4,10), AP (89) = (3,4,8), AS(69) = (3,8,10)

Al G10) = {4.6.8}, AT G10) = 16.7,9), AD(610) =1{5.7.9}.

As shown in Fig. 3, nodes in black refer to anchors and nodes in
red are non-anchors to be localized. The communication interactions
among sensors are indicated by directional arrows.

A

0k

A (64) =1{1,3,9)
AY(65) = (1,6,10}
A (S6) = (1,2,7)
A7) = (2,6,10)

4

AV

7

PV

Fig. 3. Interactive topology among sensors.

Here, we suppose that non-anchor 4 is under deception attack,
hence the related triangulation sets A(Sl)(65), Ag.z)(ds), A(gl)(dg),

Agz)(ég) and A(lg(é 10) are affected by attack during localization. Let
¢=0.2,y=0.6, 1=0.05, n=3, 3=0.85, t = 100. The initial loca-
tion estimates of non-anchors are chosen as p4(0) = (36,70),
Ps5(0)=(5,66), pe(0) =(-20,35), p7(0)=(65,75), ps(0)=(95,50),
Po(0) = (100, 15), p1o(0) = (60,5).

With the provided parameters, the trust weights of triangulation
sets of non-anchors 5, 9, 10 which receive information from node 4
subject to deception attacks are depicted in Figs. 4-6, respectively.
As expected, the trust weights of triangulation sets involving infor-
mation received from the attacked nodes can be reduced through the
localization process with trust assessment and weight update. As can
be seen from the figures above, the trust weights of the triangulation

sets containing the attacked node 4, i.e., A(Sl)(65), A(Sz)(65), Ag)(ég),

A;z)(59) and A(IIO)((S 10) finally approach 0, while the sum of the wei-
ghts of trusted triangulation sets converge to 1.

Moreover, Fig. 7 reveals that all the non-anchors cannot converge
to the exact locations because the distance measurements obtained by
some nodes are tampered, which illustrates the deficiency of DILOC
[7] under deception attacks. In contrast, it can be proven from Fig. 8
that our proposed algorithm based on trust assessment is capable of
achieving accurate localization while suffering from deception
attacks. Therefore, the proposed localization algorithm has been
numerically verified.

1.0 —
0.8 .
'
0.6F
= -
0.4 — Ist triangulation set of non-anchor 5
2nd triangulation set of non-anchor 5
0.2 - - 3rd triangulation set of non-anchor 5
0.0

0 10 20 30 40 50 60 70 80 90 100

Fig. 4. Trust weight of the triangulation sets of non-anchor 5.
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10— .
0.8 ;7 J
= — lst triangulation set of non-anchor 9
0.6 | -’ 2nd triangulation set of non-anchor 9 | |
. ) - - 3rd triangulation set of non-anchor 9
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021 T\ ]
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0 10 20 30 40 50 60 70 80 90 100

Fig. 5. Trust weight of the triangulation sets of non-anchor 9.

0.5 T e - T T v
~ — Ist triangulation set of non-anchor 10

0471 R 2nd triangulation set of non-anchor 10
~ - - 3rd triangulation set of non-anchor 10

0.3

021

0.1p

0.0

0 10 20 30 40 50 60 70 80 90 100

Fig. 6. Trust weight of the triangulation sets of non-anchor 10.
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Fig. 7. Localization using DILOC [7] under deception attacks.
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Fig. 8. Localization using our algorithm under deception attacks.

Conclusion: In this letter, the localization issue of wireless sensor
networks under deception attacks has been investigated. A distri-
buted iterative localization algorithm based on trust assessment has
been presented for ensuring the accurate positioning of sensors sub-
ject to malicious tampering. By utilizing data fusion of barycentric
coordinates combined with trust assessment model, the coordinates
of non-anchors converge to their precise locations. Furthermore, the
validity of the algorithm has been verified by numerical examples.
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